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Chapter 23. Emerging Security Challenges in Cloud
Computing, from Infrastructure-Based Security to
Proposed Provisioned Cloud Infrastructure

In this chapter, we discuss the threats,
challenges, and guidance associated with
securing an  organizations core IT
infrastructure at the network, host, and
- ) application levels in the cloud. According
in ICT Security to the best knowledge of the authors, up to

.. now, there are no research with this
e Aroons perspective on cloud security in the
literature. This chapter represents our first
discussion of this infrastructure security in
the context of SPI service delivery models
(SaaS, PaaS, and laaS). Non-information
security professionals are cautioned not to
simply equate infrastructure security to
infrastructure-as-a-service (laaS) security.
Although infrastructure security is more
highly relevant to customers of laaS,
similar consideration should be given to
providers platform-as-a-service (PaaS) and
software-as-a-service (SaaS) environments,
since they have ramifications to customer
threat, risk, and compliance management.
Another dimension is the cloud business
model (public, private, and hybrid clouds),
which is orthogonal to the SPI service
delivery model; what we highlight is the
relevance of discussion points as they
apply to public and private clouds. When
discussing public clouds, the scope of
infrastructure security is limited to the
layers of infrastructure that move beyond
the organizations control and into the hands
of service providers (i.e, when
responsibility to a secure infrastructure is
transferred to the cloud service provider
[CSP], based on the SPI ddivery model).
Information in this chapter is critical for
customers in gaining an understanding of
what security a CSP provides and what
security the customer is responsible for
providing. This chapter  discusses
conceptual issues, basic requirements, and
practicl  suggestions for  designing
dynamically configured security
infrastructure provisioned on demand as
part of the cloud-based infrastructure. We
end this chapter by describing general-use
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cases for provisioning cloud infrastructure
that provide bases for defining security
infrastructure requirements.
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